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Abstract. Elliptic curve cryptosystems (ECC) are emerging cryptographic standards which can
be used instead of RSA cryptosystems, and are practically used. In ECC, scalar multiplication (or
point multiplication) is the dominant operation, namely computing an integer multiple for a given
integer and a point on an elliptic curve. However, for practical use, it is a very important matter
to improve the efficiency of scalar multiplication. The 7-adic non-adjacent form (7-NAF') proposed
by Solinas, is one of the most efficient algorithms to compute scalar multiplications on Koblitz
curves. Avanzi, Heuberger, and Prodinger have proven the minimality of the Hamming weight
of the 7-NAF on Koblitz curves. However, the lower bound for the length of minimal Hamming
weight 7-adic expansions is not known yet. In this paper, we shall derive an explicit lower bound
for the length of minimal Hamming weight 7-adic expansions. We shall also give a new proof of the
minimality of the Hamming weight of the 7-NAF on Koblitz curves. Further, by using the proof of
the lower bound and the new proof of the minimality, we classify a minimal length 7-adic expansion
with minimal Hamming weight except for two special cases. The classification shows that the 7-NAF
has almost minimal length among all 7-adic expansions of minimal Hamming weight and we can
easily convert the 7-NAF into a minimal length 7-adic expansion without changing the Hamming
weight. This fact follows immediately from the proof of the lower bound and our new proof.
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1. INTRODUCTION

Many public key cryptosystems are based on the computa-
tional complexity of number-theoretic problems (i.e. inte-
ger factoring problem, discrete logarithm problem in finite
fields or elliptic curves). In such cryptosystems, number-
theoretic computations are the dominant operations. The
de facto standards for public-key cryptosystems are RSA
cryptosystems [24], which are based on the difficulty of inte-
ger factorization. However, due to advances in algorithms
to solve integer factoring problem and improvements of
computing power, at least 2048 bit RSA is recommended
after 2010 [21]. On the other hand, elliptic curve cryptosys-
tems (ECC) [13], [15] which depend on the elliptic curve
discrete logarithm problem, provide shorter key length and
faster computation speed than those of RSA cryptosys-
tems. For example, 224 bit ECC provides the same se-
curity level as 2048 bit RSA [21]. In ECC, scalar multipli-
cation (or point multiplication) is the dominant operation,
namely computing dP from a point P on an elliptic curve
and d is an integer, defined as the point resulting of adding
P+ P+---+ P, dtimes. However, for practical use, it is
a very important matter to improve the efficiency of scalar
multiplication.

A common way for computing scalar multiplication is
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known as the double-and-add method:

dpP 2(-+2(dg—12P + dy—oP) + - -+ + d1P) + do P,

where Y70 di28 = (dg_1,dy_s,...,d1,do)s is the binary
representation of d. In order to improve the performance
of scalar multiplication, recoding methods of scalars play
an important role. Especially, number systems which have
low Hamming weight and short length, are attractive to ac-
celerate scalar multiplication, and many efficient methods
have been proposed (cf. [9], [23], [27], [28]).

On the other hand, instead of integer bases, efficiently
computable endomorphisms on elliptic curves (as complex
numbers) bases number systems are also attractive because
it can be expected that the endomorphism-and-add method
is more efficient than the double-and-add method (cf. [10],
[14], [20], [22], [26]). Koblitz [14] introduced a family of el-
liptic curves which admit especially fast scalar multiplica-
tion. These curves are called Koblitz curves *! (also known
as anomalous binary curves). Koblitz curves are defined
by
(1)

E,: iy’ +ay=a34az’+1, ach,

“1The reason that Koblitz curves are so named is because Koblitz
[14] firstly suggested that the curves are suitable for efficient imple-
mentation of ECC.
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over a finite field Fy. We identify {0,1}(C Z) with F,
via the natural map f : {0,1} — Fs, a — amod 2. For
some cryptographic usage, we focus on the group of Fom-
rational points E,(Fam ) for some m > 2. In practical use,
the extension degree m is usually chosen to be a prime at
least 163 (cf. [8]). Let 7 be the Frobenius map on E,,

(2) T Ea(FQ”") - Ea(FQ"")ﬂ (x,y) = (’1,‘2,y2).

We can regard 7 as a complex number which satisfies the
following characteristic equation

(3) % —pr+2=0, where p=(-1)'"7

The roots of Equation (3) are 7 = (u4+1/=7)/2, that is, the
Koblitz curve has complex multiplication by 7 “2. Since the
cost of the Frobenius map 7 is cheaper than that of point
doubling, and a scalar can be written as a T-adic expansion,
the Frobenius map allows for scalar multiplication without
the need for point doubling [14].

Solinas [27] proposed a low Hamming weight m-adic ex-
pansion on Koblitz curves, namely the width-w T-adic non-
adjacent form (w-t-NAF for short). w-7-NAF of d € Z[r]
with digit set D,,, is a 7-adic expansion d = Zf;é e; 7% such
that

(4) e; # 0 implies ;441 ="+ =€;41 =0

and e; € D,, for all i, where D,, is a finite subset of the ra-
tional integer ring Z. In this paper, we focus on the digit set
of zero and the odd integers with absolute value less than
2= that is, D, = {0, +1,43,..., +(2*~1 — 1)} "3, Soli-
nas proved some desired properties 4 of the 7-NAF with
respect to the Hamming weight, namely, the 7-NAF has the
existence and uniqueness, and the non-zero density of the
7-NAF is asymptotically 1/3 [27]. Subsequently, Avanzi,
Heuberger, and Prodinger [1] have proven the minimality
of the Hamming weight of the 2-7-NAF (or 7-NAF % ).

The computational cost of scalar multiplication dP us-
ing the 7-and-add method with 7-NAF, is approximately
(£/3) A+ LF, where £ is the length of the 7-NAF of d, and
A, F stand for the computational cost of the point addi-
tion, the Frobenius map, respectively.

In order to take advantage of the efficiency of the 7-NAF,
it is necessary that the 7-NAF has appropriate length.
The length of the 7-NAF of d using [27, Algorithm 1] is
logy (Nz(r/z(d)) = 2log, d, which is twice the length of the

"2For detail, refer to [25].

*3A digit set which has the property (4), is called a width-w non-
adjacent digit set (w-NADS). Otherwise it is called a non-w-NADS.
w-NADS have already been investigated in the case of w-NAF (cf.
[18], [5]). Solinas also proposed the digit set of minimal norm repre-
sentatives [27]. Subsequently, Avanzi, Heuberger, and Prodinger [2]
[4] proposed another two digit sets.

*4For the width-w non-adjacent form (w-NAF), the desired prop-
erties are shown in [5], [17], [18], [19], [27].

*5For w = 3, the minimality with digit set has also been shown by
Avanzi, Heuberger, and Prodinger [2]. Unlike in the case of w = 2, 3,
this is not true for w € {4,5,6} [11]. Similar results for the T-NAF
and its desired properties are proved in [6] and in [12] on another
special types of elliptic curves, respectively.
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NAF of d. In order to circumvent the problem, Solinas [27]
has developed modular reduction in Z[r]. This technique
is called the reduced 7-NAF. By using modular reduction
in Z[r], we can reduce the length ¢ to a maximum of m+a,
where a is the coefficient in Equation (1), and m is the ex-
tension degree. However, a lower bound for the length of
minimal Hamming weight 7-adic expansions with digit set
{0, £1}, is not known yet. If the lower bound is quite small
compared to the length of the 7-NAF, further speed up can
be achieved in the case of polynomial basis representation.

In this paper, we shall derive an explicit lower bound for
the length of minimal Hamming weight 7-adic expansions.
Firstly, we give a lemma which will be needed in the proof
of the lower bound and a new proof of the minimality of
the Hamming weight of the 7-NAF. Secondly, we derive an
explicit lower bound for the length of minimal Hamming
weight 7-adic expansions based on the lemma. We also give
a new proof of the minimality of the Hamming weight of
the 7-NAF on Koblitz curves using the lemma. Further,
by using the proof of lower bound and the new proof of
the minimality of the Hamming weight of the 7-NAF, we
classify a minimal length 7-adic expansion with minimal
Hamming weight except for two special cases. The clas-
sification shows the following two facts. One is that the
7-NAF has almost minimal length among all 7-adic expan-
sions of minimal Hamming weight with digit set {0, +1}.
The other is that we can easily convert the 7-NAF into
a minimal length 7-adic expansion without changing the
Hamming weight. These facts follow immediately from the
proof of the lower bound and our new proof.

This paper is organized as follows. Section 2 prepares
some notation. Section 3 shows a key lemma which will be
needed in the proof of the lower bound and our new proof
of the minimality of the Hamming weight of the 7-NAF.
Section 4 derives an explicit lower bound for the length
of minimal Hamming weight 7-adic expansions. Section 5
gives the new proof of minimality of the Hamming weight of
the 7-NAF on Koblitz curves. Section 6 classifies a minimal
length 7-adic expansion except for two special cases.

2. NOTATION

Throughout this paper, we use the symbols N, Z,C,F, to
represent the natural numbers, the integers, complex num-
bers, and a finite field with ¢ elements respectively. De-
note by Z¢ the set of positive integers. For any non-zero
complex number ¢ € C\ {0}, we denote ¥-adic expan-
sion Zf:é et with ¢; € Z by (ce—1,...,¢0)y. The sym-
bol ‘x’ means a non-zero digit of 7-adic expansions. We
denote by E, the Koblitz curve defined by Equation (1)
and by 7 the Frobenius map on E, defined by (2). Let
D =Dy = {0, £1}. Note that for a fixed coefficient a € Fy
in Equation (1), it satisfies that D = {0, £u}.

For any element « in Z[7], we denote by o = Zf;é bt
(b € D) the 7-NAF of a, and by a = 3>/ ' ;7 (¢; € D)
be any 7-adic expansion of «, respectively. The length
of 7-NAF of « is denoted by ¢, xar(a). We denote by
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Lmin() the length of 7-adic expansion of minimal length
among all 7-adic expansions of minimal Hamming weight
with digit set D. Additionally, we use the following no-
tation in Section 3 and Section 5. If £ > /' then put
co = cpp1 = -+ = co—1 = 0. Otherwise, put by = by11 =
+++ = bp_; = 0. Furthermore, replace max{¢,¢'} by ¢ if
necessary. We put S, :={i € {0,1,...,¢—1}|b; # 0}, and
T, :={i€{0,1,...,4 —1}|c; # 0}.

3. Ky LEMMA

In this section, we show a key lemma (Lemma 2) which
will be needed in the proof of the lower bound and the new
proof. We begin with recursive formulas to convert any
7-adic expansion into the 7-NAF. The following lemma is
useful to obtain such recursive formulas.

Lemma 1. Let £ € N be a natural number. If 20— air’ =
0 (a; € D), then a; =0 for alli (0<i<{—1).

Proof. From Zf;é a;Tt = ag + (Zf;ll a;7") and 7|0, we
have 2|ag. By ag € D, we have ag = 0. We put o :=
{(X4Z) ait’) — ap}/7. By the same argument as above, it
satisfies a; = 0. Similar to the case of ag and a1, we also
have as = 0,...,ay_1 = 0. Therefore a; = 0 for all 1. O

The 7-adic expansion Zf;é (b; — ¢;)7T" is not necessarily
7-adic expansion with D, because (b; — ¢;) € {0, £1, +2}.
However, by using the following carry rules from right to
left (i.e. from the least significant digit to the most signifi-

cant digit), we can convert Zf;é(bi —¢;)7" into T-adic ex-
pansion Zf:é a;7% (a; € D). Foreachi (i =0,1,2,...,/—1),
a;’s are obtained by the following recursive formulas:

(5)

where D* | = D*, =0, and for all 4,
(6)

a; = (b; — ¢;) — pD;_; + D{_5 + Dj,

bi—ci)—uD;_+D}_
_\‘( ci) N2 1 2J x 2

Di = (lf (bl — Ci) — /J'D;'k—l + D;k_g > 0),
{((bici)éD:‘ﬁD:‘Q)J x2 (otherwise),

and

(7) Df =D,;/2 (i > 0).

From (5) and (6), it follows that by applying Lemma 1 for
Zi;é a;7%, each a; is an element in {0, +1}. From Lemma
1, we have a; = 0 for all 4. In other words, for any « € Z[7]
and any 7-adic expansion o = Zf/:_ol c; 7" with digit set D,
we can compute the 7-NAF of « (o = Zf;é b;7%) using the
recursive formulas (5), (6), and (7).

The lower bound and our new proof of the minimality
of the Hamming weight of the 7-NAF are based on the
following lemma.

7

Lemma 2. [Key Lemma for Lower Bound and Our
New Proof]

Let S := {0,£1} x {0,£1} x {0,£1} x {0, £1} x {0, £2}
be the direct product of four copies of {0,£1}(C Z) and
{0,£2}(C Z). Let H; := (bs,c;, Df {,Df 5,D;) € S for
i (0 <1< 671) Let Ay := {(N’a 0,1,0, O)a (7/143 0,-1,0, 0)}7
Az {(Nvovoa_Nvo)v(_ﬂ“aovov/lao)};

Az = {(/1" 0,—-1,0, _2M)7 (_Ma 0,1,0, 2“)};

Ayg = {(1,0,0, 11, —2p), (—p,0,0, —p, 21) } be the subset of
S, respectively.

(1) D; = 0,42 (DF = 0, 1) for all i.

(2) If ciy1 = 0,b;41 # 0 for some i > 0, then H;y1 €
A1 UAs U A3 U Ay

(3) If Hi+1 € Ay U Az, then b; = 0,¢; 75 0. [f Hi—i—l € Ay,
then it hold biyo = 0 and c;y2 # 0. In particular, if H; €
A4, then Hi+2 ¢ A1 U A3.

(4) Forig € {0,1,...,¢ — 1}, the following conditions are
equivalent: ‘

(a) X0 bt = T e

(b) Dio—l =0 and Dio =0.

) Suppose that Hiy1 € As. If (Dj41,D;) # (0,0) for all
(-1<j5<i—1), theni>2 and

bs b1 b
Co C1 Co
satisfies one of the following two cases:

(8) (bg b1 bo)EI‘l,

(5
J

Cy C1 (g
or

by b1 bo
) (0 W)er.
where

In particular, if
ba b1 b c -1 0 1
C2 €1 Cp 0o wpu —-1)°
holds, then i > 3, Hy € Ay, and
(10) (b3 ba by bo) e,

C3 C2 C1 C(

where
0O -1 0 1 o 1 0 -1
0O -1 0 1 01 0 -1
- 0 pu —=1)’\p 0 —p 1 '



78

Proof. (1) Let us assume the contrary and seek a contra-
diction. Suppose that there exists i € {0,1,2,...,¢ — 1}
such that ¢ does not satisfy D; = 0,£2, and iy be the
minimal such ¢ € {0,1,2,...,£ — 1}. We evaluate the
range of D;,. For ¢ which satisfies ¢ < ig — 1, we have
D; =0,£2 (Df =0,£1). Then

|bi0 - Cio - ,LLD;()71 + ‘D:()*Q‘
[bio| + leio| + D3, 1| + | D, o]
1+41+141=4.

IA A

By Equation (6), D; is an even number, and |D;,| > 2, we
have D;, = £4. There are two cases to consider, D;, = —4
and D;, = 4. We only consider the former because the
latter may be treated similar to the former case. From

|biols [cio| < 1,|DF, 41, 1Df 5| < 1, we must have b;, = 1,
¢, = —1, D}y = —p, Dj 5 = 1 in order to satisfy
0= Ay = bio — Cjy — ,uD,’;Oil + D');on + Dio- So Dig—l =
2D; _; = —2u. On the other hand, (bs_1,...,b1,b0); is

the 7-NAF, so b;, = 1 implies b;,—1 = 0. Hence

0=ai-1 big—1 — Cig—1 — puD} o+ Dj 3+ Di; 1
—Cig—1 — px 1+ Dj_5—2p

—Cig—1 + Dj,_5 — 3p,

we obtain ¢;, 1 = D} _3—3u. However, D} 5 € {0,+1} =
{O,:I:,u},wehave|ci0_1| = |D>'k _3M| > HD* |_|3/’LH >

i0—3 10—3
| }D;‘O_3 — 3] > 2. This is a contradiction.

(2) We assume that ¢;11 = 0,b;41 = +u. Then we have
0 =ajt+1 = biy1 — uD] + D} | + D;y1. It is necessary to
treat the cases D;+1 = 0 and D; 1 # 0 separately.

(Case 1) D;y1 = 0.
It is easy to see that H; 11 € A1 U As.

(Case 2) D;y1 # 0.

If the sign of b; 1 is same as that of D; 1, we must have
|bi+1 + D;it1] = 3. So it does not occur that b;11 — uDF +
D} | + D;y; = 0. Hence from b;41 and D;;; have the
opposite signs, we have H; 11 € A3 U Ay.

Therefore, if ¢;y1 = 0,b;41 # 0 then H;11 € A1 U Ay U
A3 U A4.

(3) First, we assume that H; 1 € Ay. Since (bg—1,...,b1,b0)+
is the 7-NAF and b;+1 # 0, we have b; = 0. We substitute
b, = 0 into a; = (b; — ¢;) — uDf 1+ Df 5+ D; = 0, we
have ¢; = —uD}_; + D 5+ D;. Since H;y; € A; and
ci=—p*x04+ D ,£2=D; ,+2+#0, we have ¢; # 0.

Next, suppose that H;1; € Az. Similar to the above
case, since ¢; = —ux0+ D}, F2=D; , F2#0, we also
have b; = 0,¢; # 0.

We assume that H;11 € Ay. Since (bp—1,...,b1,b0)+
is the 7-NAF and b,11 # 0, we have b2 = 0. From
;42 = bi+2 — Cj+2 — ,LLD;:H_ + D;k + Di+2 = 0 and Cit2 =
+1 4 D;42 # 0, we have ¢; 12 # 0. Moreover, if H; € Ay,
from D; = F2p, we have D] = Fp. Therefore it does not
occur that H; 1o € A; U As.
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(4) o io
Z bt = Z et
i=0 i=0

ig

= > (bi—c)r' =0
i=0
10 ' i ,
— Z(bi —c)T' + Z(TQ —ur+2)Dim" =0
i=0 i=0
io A
= > {(bi —c;) = pDj_, + D}y + Di}r’
i=0
HDiy7 = D, + Dy ) = 0
20
= Dot + (DT = uDj, + Diy )T =0
i=0
< (Djy7—puDj +Dj )T =0
< Dj7+(—puD; +D; 4)=0
<~ Dio—l = 07Di0 =0

(5) Since (Do, D_1) # (0,0) and D_; = 0, we must have
Dy # 0. There are two cases to consider, Dy = —2 and
Dy = 2. We only consider the former because the latter
may be treated similar to the former case. From Dy = —2,
we must have by = 1 and ¢y = —1. Since (bp—_1,...,b1,b0)+
is the 7-NAF and by # 0, we have by = 0. Hence from
b —c1 —puDi+D*y + Dy = —c1+ p+ D; =0, we have
(c1,D1) = (—p, —2p) or (1, 0).

(Case 1) (c1, D1) = (—pt, ~24).

By bg—CQ—,uDT—i-DS—FDQ = b2—82+D2 = 0, we
have (bg, ce, D) = (0,0,0), (£1,41,0), or (E£u, Fu, F2u),
where double signs are taken in the same order. Thus

b b1 bo) (0 O 1 1 0 1
<02 c1 co> - <O —1 —1>’ (1 —u —1)’

-1 0 1 1 0 1 - 0 1
(—1 - —1>’ (—M - —1>’ . ( non —1>'
(Case 2) (c1,D1) = (1, 0).

Bbe—CQ—,U,Dik—i-DS-i-DQ =by—co+ Dy —1=0, we
have (ba, co, D2) = (0,1,2), (0,—1,0), (—1,0,2), or (1,0,0).
Thus, in the cases of (bg, c2, D) = (0,1,2) or (0,—1,0), we

have
b by _ (0 0 1Y (0 0 1
C2 Co 1 12 -1 -1 12 -1/

In the case of (bg, c2, D2) = (—1,0,2), from bg —c3 —puD5 +
DY+ D3 = —co — po+ D3 = 0, we have (c2, D3) = (1, 2u)

or (—u,0). Thus
bs b (0 -1 0 1
c3 co) \p 0 p -1
. 0O -1 0 1
S T
Moreover, if (c2, D3) = (1, 2p), then Hy = (—1,0,0,—1,2) €
Ay, and if (c2, D3) = (—p,0), then Hy = (—p, 0,0, —p, 21) €

b1
C1

ba
C2

b1
C1
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Ay. In the case of (bg, 2, D) = (1,0,0), we have (Dy, D3)
= (0,0). This is a contradiction.
Hence we obtain

ba by
Coy C1

(b3 by by b0>6F3.
c3 C2 (€1 C

bo) el uly,
Co

or

In particular,
by b1 by (0 0 = x 0
co ¢ co) \NO x %) \x %
b3 b2 bl b() o 0 = 0 =«
c3 ca ¢ co) \x 0 x x/°
It is easy to see that ¢ > 2 when

ba by
Coy C1

by by by
C3 Co (1

or

b0> el uly,
Co

and ¢ > 3 when

4. LOWER BOUND FOR THE LENGTH

This section derives an explicit lower bound for the length
of minimal Hamming weight 7-adic expansions. From the
definition of ¢, the following upper bound for £, is
trivially true for all « € Z[7]:

Kmin (Oé) S ET—NAF (Oé) .

An lower bound /4., can also be derived in terms of the
length of the 7-NAF. The following lower bound for £,,;,, is
based on Lemma 2.

Theorem 1. [Lower Bound for /,,;, ()]
Suppose that ¢! < L. Then for any « € Z[1],

(12)

In particular,

KT—NAF(Q) -3 (: l— 3) S gl.

(13) ZT-NAF(OC) -3 S Emin(a).

Proof. The latter part follows immediately from the for-
mer part. We show the former part. We assume that
co =0, cpy1 =0,...,¢4-1 = 0. Note that by_1; # 0 and
¢i—1 = 0. From Lemma 2 (2), it satisfies that H,—; €
Ay U Ay U A3 U Ay, Since Zf;é bt = Zf;é Tt we
have D; = 0 for all § > ¢ — 2. It follows that Hy_; &
Ay UA3U Ay, We only deal with the case of Hy_ 1 € As.
There are two cases to consider, Hy—1 = (1,0,0, —u,0) and
Hy—1 = (—p,0,0, 4,0). Without loss of generality, we may
assume that Hy_1 = (u,0,0, —pu, 0) because the latter may
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be treated in exactly the same way. By by_1 # 0, it satisfies
by_o = 0. From
ap—2 = (bg—o —co—2) —puD; 5+ Dj_4+ Dy_o
= —¢2+1+D;_,
= O,
we have ¢y_o = D} _, + 1. Hence we obtain (¢/—2,D}_,) =
(1,0) or (0,-1).
(Case 1) (c—2,D;_4) = (1,0).
It is easily to see that ¢/ = ¢ — 1.

(Case 2) (¢e—2,D;_,) = (0,-1).
It holds that

—~

be—g — co—3) —pDy_y + Di_5+ Dy
b3 —co—3) +pu+Dj_5—2un
be_3 —ce—3)+ Dj_5—p

ae—3

([ I
o~

So

(bZ*3a Cy—3, DZ—5) = (0’ 07 N’)? (07 —H, 0)7 (:uv 07 0)7
(1 1 1) (s =gy —p), OF (—pt, =, ).
However, if (b[73702737Dz_5) = (M»IMM) or (_/1'7 _,uvlj')a
then by_3 # 0 and by_4 # 0. This contradicts the fact that
o= Zf:é b;7% is the 7-NAF of a. Therefore it does not
occur that (by—3,co—3, D} 5) = (i, p, 1) and (—p, —pu, ).
It (bZ—S; Ce—3, D2<75) = (07 —H, O) or (/M —H, *ﬂ)’ then ¢/ =
{—2.
It remains to consider the case that (bg,3,04737D2‘_5)
= (07OHU/) and (/J,,0,0) If (bg_3,C£_3,DZ_5) = (0707/’[’)5
then from

(be—a —co—a) —puDy_5+Dj g+ Dpy

= (bp—a—co-a)+Dj_—3
= 0,

QAp—4

we have (bg—4, c—a,D}_g) = (1,—1,1). This indicates that
0 =10—3. If (by_3,co—3,D;_5) = (1,0,0), we must have
by_4 = 0. Then

ay_4 = (bg,4 — 04,4) - LLDE,g, + DZ,G + Dy_y
= —cra+Dj 52
= 0.
Hence we obtain (¢/—4,D;_4) = (—1,1). Thus ¢/ = ¢ — 3.
Combining (Case 1) and (Case 2), we obtain Inequality
(12). O

As already mentioned, 7-NAF has the smallest Hamming
weight with digit set {0,£1}. Further, Theorem 1 tells us
that 7-NAF also has almost minimal length with digit set
{0, £1}.

5. OUuUr NEw PROOF

In this section, we give a new proof of minimality of the
Hamming weight of the 7-NAF on Koblitz curves.
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5.1. THE MAaIN IDEA OF OUR NEW PROOF

The minimality of the Hamming weight of the 7-NAF on
Koblitz curves was first proved by Avanzi, Heuberger, and
Prodinger [1], [3]. They have presented two proofs for the
minimality. One is referred as the Direct proof, which is
induction on the Hamming weight. The other is referred as
the Automatic proof, which is based on a weighted digraph
induced by the transducer to compute the 7-NAF from any
T-adic expansion from right to left (see [1], [3] for proofs).

The strategy of our new proof of the minimality is as fol-
lows. For any « € Z[7], we directly construct an injection
map from S, into T,. Notice that if it is possible to con-
struct an injection map from S, to T, for any a and any
T-adic expansion of «, then the Hamming weight of the 7-
NAF of « is always smaller than that of the 7-adic expan-
sion, that is, the 7-NAF minimizes the Hamming weight
with digit set {0, +1}.

A similar strategy is already used for the proof of min-
imality of the Hamming weight of the generalized non-
adjacent form (GNAF) [9]. We briefly review the strat-
egy to prove the minimality of the Hamming weight of
the GNAF. Let r > 2 be a positive integer, § be any el-
ement of Z~g. We denote by 8 = Zf;é gir' (9; € Dg)
the GNAF of 3, where Dg = {0,%1,...,£(r —1)}. Let
8 = Zf:ol hir* (h; € Dg) be any r-adic expansion of
B. I ¢ > ¢, then put hyy = hpyg = -
0. Otherwise, put gv = g¢41 = -+ = gr—1 = 0. Fur-
thermore, replace max{¢,¢'} by ¢ if necessary. We put
Sg = {i € {0,1,...,£ — 1}|g; # 0}, and Tp := {i €
{0,1,...,£—1}h; #0}.

Then the following claim holds.

Claim 1. [The Key Point of the Minimality [9]] If
hiv1 = 0 for some i > 0, then either g;y1 = 0 or h; # 0
and g; = 0.

= h/é—l =

Thus from Claim 1, we can construct the following simple
injection map.

g - Sﬁ — Tg
w w
) = ) (gi%07 hl#O),
) — 1—1 (gi;éO, hlZO)

We can see that Lemma 2 is analogous result for 7-adic
expansion.

5.2. OUR NEw PROOF

We are now in a position to give our new proof of the min-
imality of the Hamming weight of the 7-NAF on Koblitz
curves.

Our New Proof of the Minimality.

With notation as above, we directly construct an injec-
tion map ¢, : Sq — Ty, for each case.

(Case 1) H; & Ag for all i (0 <i<¢—1).

Journal of Mathematics for Industry, Vol.2(2010A-7)

We define a map ¢, : So, — Ty, as follows.

Ya: Sa — To
% %
) — 1—1 (HiEAluAg),
) — 141 (Hz S A4)

From the recursive formula (5) and D*, = D*, = 0, it
does not occur that by # 0 and ¢y = 0. This implies that
it 0 € Sy, then ¢,(0) € T,. From Lemma 2 (3), the map
¢ does not satisfy (i) =i+ 1 and o (1 +2) =i+ 1 for
any . Thus, the map ¢, : Sq — T}, is injective.

(Case 2) H; € Ag for some i (0 <i<{—1).

Let {i1,42,...,ix} be the set so that H;, € Ay for 1 <
j <k and k < k' implies i}, < i5r. We denote i := —1 for
convenient. Since H;;, € Ay and (D_1,D_5) = (0,0), we
have (D;;, Di;—1) = (0,0) for 0 < j < k. From Lemma 2
(4), we have ZE’;H bitt = 227:24-1 erifor0<j<k—1.

For each i; (1 < j < k), we denote
(14)

Mj = {n S Z|ij_1 <n< ij -1, (Dn,Dn_l) = (0,0)}

Note that for 1 < j < k, the set M; is not empty, be-
cause 1,1 € M;. We put m; = max M;. Then, we have
(Dyn, Dp—1) # (0,0) for mj +1 <n <i; —1. By Lemma 2
(5), we have (bp;+2,Cm,+2) = (0,%).

Moreover, from Lemma 2 (5), if

bmj +4
ij +4

then H,, 12 € Ay. Therefore we obtain

bmj +2
ij +2

b’n’”+3
ij+3

(15)  dg<my <ip <o <my <y < - <my <

Furthermore, by Lemma 2 (5), if

b bm. b
m;+3 m;+2 m;+1 c Fl U FQ,
C’I’anrS ij+2 ijJrl
then i; > m; + 3, and if
bmj+4 anj+3 bmj+2 bmj—i-l e Fg,
ij +4 ij+3 ij+2 ij—‘rl

then i; > m; + 4. We define a map ¢, : Sq — T, as
follows.

Pa Sa - To
\ %
i e ) (b; #0, ¢; #£0),
7 — i—1 (HiGAluAg),
i — i+1 (H; €Ay,
ij = mj+ 2 (Hij S Ag)

By the same argument as (Case 1), if 0 € S,, then

va(0) € T,. By Lemma 2 (5), for all ¢ which satisfy
i & {i1,ia,..., i}, it does not occur @ (i) = m; + 2.
Thus, the map ¢, : Sq — T, is injective. This completes
the proof. O
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6. 7-ADIC MINIMAL LENGTH FORM

This section classifies a minimal length 7-adic expansion
with minimal Hamming weight except for two special cases.
In the case of the ordinary NAF, minimal length binary
representation with minimal Hamming weight is shown in
[7, Corollary 3]. From Theorem 1 and our new proof, we
now obtain analogous result for 7-adic expansion. Corol-
lary 1 shows that we can convert 7-NAF into a minimal
length 7-adic expansion without changing the Hamming
weight. This fact follows immediately from the proof of
the lower bound and our new proof of the minimality of
the Hamming weight of the 7-NAF.

Corollary 1. [r-adic Minimal Length Expansion]
Let d be an element of Z[7], and Zf;é e;mt (e; € D,
er—1 # 0) be the T-NAF of d. We convert the 7-NAF

d= Zf éeﬂ' into d = Ze 01 eit’ (e, € D, e)_, #0) as
follows.
(Case 1) £ < 6.

If (es—1,...,€0)r is equal to one of the T-NAF in Ta-

ble 1 (double signs are taken in the same order), then we
convert (eg—1,...,€0)r into (€p_q,...,€)r using Table 1.
Otherwise, £ = ' and e; = €} for alli.

Table 1: Conversion of the 7-NAF into the -MLF (£ < 6)

[ (emr,-ose0)r | (€p_qs--net)s [ L] 0]
G005, | (GmsD, [41]2
(£4,0,0,+£1,0), (Fu, ¥1,0), | 5] 3
(£4,0,4)7 (1, Fp)r 312
(24,0, £p,0)7 (1, F1,0), [4]3
(£1,0,£1,0,0), | (£L,F1,0,0), | 5 4
(1,0, £p1) (£1,Fu)r 312
(£4,0,£41,0)7 (£1,Fp1,0), |43
(4,0, £, 0, £p)r | (Fp, F1,Ep)- | 5] 3
(4,0, 41,0, Fp)7 | (£L, Fp,0,Fp)r | 5[ 4

(Case 2) £ = 6.

We convert (eg—1,...,e0—6)r into (€p_1,...,€)_g)r US-
ing Table 2 (double signs are taken in the same order).
(Case 3) £ > 1.

(i) (ep—1,--- €0-7)r = (£1,0,£4,0,0,0, Fp),.

e;=¢l foralli <{—8, 0 ={—3, and we convert

(85—17 s 765—7)7' = (:l:,uﬂ 07 :l:'LL, 07 07 Oa :F,U‘)T into
(€p_qs--v€p_7)r = (F1,0,£1, £p).
(11) (62717 ceey 6277)7' = (:l:/u’v 07 :l:,U,, 07 i, 07 :F:U’)'r

e;=¢e) foralli <{—8, ¢ ={—3, and we convert

(er—1,---yeo—7)r = (£1,0,+p,0,Fp, 0, Fu), into
(62’71a et 6277)7' = (:Fl) :F/’['a ilv :l:///)
(111) (66—17 B 66—7)7' 7& (:l:,ua 07 :I:,ua 07 07 07 :F,U’)T

and (41,0, £p1,0, Fp, 0, Fpt).
e; = ¢ for all i < -7 and we convert (e;—1, . ..
into (€p_q,...,€p_g)r using Table 2

Then, except for the cases that (e¢—1,...,ei—¢)r = (1,0,
w0, e, O)T and (65_1, ceey e@—ﬁ)‘f' = (_/’('7 0,—u,0,—p, 0)7’)

) 6576)7'
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Table 2: Conversion of the 7-NAF into the 7-MLF (¢ > 6)

€r_g)r ‘ 4 ‘

(AT
(£11,0,0,0,0,0);
(44,0,0,0,0, ), (£44,0,0,0,0, ),
(££,0,0,0,0,Fp); | (£4,0,0,0,0,Fp),
(£1,0,0,0,%11,0), | (£11,0,0,0, %5, 0)
( 0)r | (£4,0,0,0,%4,0)
( )

[ (e—1,-- - e0-6)r |
(£1,0,0,0,0,0),

T

(SN RN ES YN KN

T

1,1.0.0,41.0,0), (F11,F1,0,0), 72
(£1,0,0, £1,0, £1), (Fu,FL,0,£1), | (-2
(£41,0,0, £1,0, F1), 1, £, £1), 7—3

(£11,0,0,FL,0,0), | (£4,0,0,51,0,0), | ¢
(£4,0,0, 1,0, £1), | (£,0,0,F1,0,£1), | ¢
(£41,0,0, 71,0, F1), | (£4,0,0,F1,0,F1), | ¢
(&1, 0, £12,0,0,0), (£1,7,0,0,0), |1
(4,0, +0,0,0,+1), (+£1,Fp,0,0,£1), | £—1
(£4,0,£4,0,0,F1), (FL, Fp, £1)~ (-3
(:I:,u; 07 :I:,ua 07 :I:,ua )7’ (:F,Ma :Fla :l:/”‘a O)T =2
(££4,0, £4,0, Fp,0)

T (:l:]-szluvov :FH,O)T -1
)r

(4,0, F1,0,0,0) (4,0,F1,0,0,0

(£4,0, F1,0,0, £p)7 | (4,0, Fp, 0,0, £41) 7
(4,0, Fp, 0,0, Fp)r | (F4,0,Fp,0,0, Fp)-
(4,0, F4,0, £0,0)7 | (4,0, Fp,0, £, 0)
(4,0, F, 0, Fp1,0)7 | (2,0, Fp, 0, F 1, 0)

T T

SIS S s

T T

the T-adic expansion d = Zf 01 eitt is a minimal length

T-adic expansion with minimal Hamming weight. We call
the T-adic expansion Zz o €Tt (el €D, e,y #0) T-adic
minimal length form (7- MLF for short).

Remark 1. Asdescribed in Corollary 1, if (ep—1,...,e—6)r
= (+u,0, iM,O, +4,0),, then the 7-adic expansion d =
Zfl 01 e/7" is not necessarily a minimal length 7-adic ex-
pansion with minimal Hamming weight.

For example, consider d = —11u. The 7-NAF of d is
(12,0, 12,0, 12,0, 1, 0, 1) and £ = 9. From Corollary 1, ¢ =
¢—2 and the 7-MLF of d is (—pu, —1, , 0, 1, 0, 1) . However,
minimal length 7-adic expansion with minimal Hamming
weight of d is (—1,0,1, u, —1, —p)r and £yin(d) = £ — 3.

Another example is d = 5u — 5, where p = —1. The
7-NAF of d is (u,0, 4,0, —p,0,0,—1), and ¢ = 8. From
Corollary 1, ¢/ = /—2 and the -MLF of d is (—pu, —1, 1,0, 0,

—1),. However, minimal length 7-adic expansion with min-
imal Hamming weight of dis (—1,0,1, u, —1), and £min(d) =
£ — 3. These issues remain to be discussed.

7. (CONCLUSION

In this paper, we derived an explicit lower bound for the
length of minimal Hamming weight 7-adic expansions. We
also gave a new proof of the minimality of the Hamming
weight of the 7-NAF on Koblitz curves. Further, by us-
ing the proof of the lower bound and the new proof of
the minimality of the Hamming weight of the 7-NAF, we
classified a minimal length 7-adic expansion with minimal
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Hamming weight except for two special cases. The classi-
fication shows that the 7-NAF has almost minimal length
among all 7-adic expansions of minimal Hamming weight
and we can easily convert the 7-NAF into a minimal length
T-adic expansion without changing the Hamming weight.
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